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THEORETICAL AND METHODICALAPPROACH TO SECURITY
ENVIRONMENT CHARACTERISTICS

Abstract. The scientific article reveals the relevance of the research topic, due to Russia's armed aggression
against Ukraine and global threats that negatively affect domestic society. The main focus of scientific research
focuses on the need to develop and improve security activities, which are faced with practical challenges in
finding effective security mechanisms to form a security environment given modern realities and needs. The study
conducted a thorough theoretical analysis of approaches to interpreting the term “security environment”, which
consists of the components “security” and “environment”, and proposed clear definitions for these concepts.
Analyzing the approaches to interpreting the idea of “security” by Ukrainian scientists, the authors find that
the social environment includes macro- and micro-level components that cover the political, social and spiritual
spheres. Different living environments are presented. safe, dangerous and security, where the latter contains
mechanisms for protection against existing and potential threats. A classification of threats by the degree of
predictability and liquidity is proposed, which determines different approaches to understanding the essence and
purpose of security activities. An author's scientific and methodological approach to the characterization of the
security environment has been developed, which provides for different types of security activities — proactive,
reactive and palliative security activities, which differ in methods of countering different types of threats. The
proposed approach is aimed at improving security systems at different levels and overcoming current security
challenges. It also emphasizes the integration of security activities into socio-political and economic processes
taking place in Ukraine and at the global level. Thus, the proposed approach provides a theoretical basis
for further research and development of practical measures to strengthen state security and form a security
environment, laying the foundation for sustainable development and maintaining stability in the face of modern
challenges and threats.

Keywords: threat, risks, security environment, dangerous environment, safe environment.
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TEOPETUKO-METOIUYHUM IMIAXIJ 1O XAPAKTEPUCTUKHA
BE3IIEKOBOI'O CEPEJIOBHUIIIA

Anomauin. Hayxoea cmamms po3kpugac akmyanibHicmos memu 00CAI0NCEHH, 3yMOBIEHY 30pOUNOI0 d2peci€ro
pocii npomu Yxkpainu ma 2n06aneHumMu 3a2po3amiu, AKi He2amueHo NIUBAIOMb HA GIMYUSHAHE CYCNINbCNEO.
OcHosHull hoKyc HAYKOBOI PO36IOKU 30CepPeoHCye Y8acy HA HeOOXIOHOCMI PO3BUMKY Md YOOCKOHAIEHHS
be3nexko60oi ianbHOCMI, AKA 3iUMOBXYEMbCA 3 NPAKMUYHUMY BUKTUKAMU U000 NOULYKY eheKmuUsHUX Oe3neKo8ux
Mexawuizmie y 0epacasi 018 (opmysanHs 0e3nexK08o2o cepedoguuia 3 02140y Ha Cy4acHi peanii ma nompeou.
YV 0ocaiooicenni nposederno pemenvuuil meopemuyHull aHaliz nioxo0ie 00 MpaKmyeaHHus mepmiHy «besnexoge
cepedoguuer, AKUL CKAA0AEMbCa i3 CKIA008UX KOMNOHEHmMIE «be3nexkay ma «cepedosuujey, i 3anpononosano
YimKi USHAYEHHS O YUX NOHAMb. AHANI3YIOUU NIOX00U 00 MPAKMYEAHHS NOHAMMSA «Oe3neKay GimuUsHAHUMU
HAYKOBYAMU, ABMOPU BUABTAIOMD, WO COYialbHe cepedosuiye BKIUAE MAKPO- A MIKPOPIGHI CK1a008i, [Ki
OXONAI0I0Mb NOAIMUUHY, coyianbHy ma 0yxoeny cepu. Hasedeno pizni munu scummesux cepedosuwy. besneune,
Hebesneune ma Oe3nexoge, 0e OCMANHE MICHMUMb MEXAHI3MU 3AXUCTY IO ICHYIOUUX MA NOMEHYIHUX 3a2Po3.
3anpononosaro Knacugixayiro 3aepo3 3a cmyneHem NpOSHO308AHOCMI Ma JIKGIOHOCMI, WO 3YMOBIHE DI3HI
nioxoo0u 00 yCc8i0OMAeHHs Cymi ma NpusHaueHHs be3nekosoi diarvHocmi. Po3pobieno asmopcvkuilli HAyKO8o-
MemoOuyHUll NioxXio 00 Xapaxkmepucmuku 0e3neK08oeo cepedosuiya, KUl nepeobauae pizHi 6uou 6e3nexosoi
OIANTbHOCI — NPOAKMUBHY, PEAKMUBHY MA NANIAMUBHY 0e3NeK08Y OIANbHICMb, WO BIOPI3HAIOMbCA 3 MEMOOAMU
npomuoii piznum munam 3aepo3. IIpononoganuii nioxio cnpamosanuli Ha 600CKOHANICHHS 6e3NeK08UX Cucmem
HA PI3HUX PIBHAX | NOOOAAHHA NOMOYHUX Oe3NeKO8UX SUKAUKI6. Bin maxooc cmasume axyenm Ha iHmezpayirno
0e3nex08oi JiANbHOCMI 68 COYIANLHO-NOAIMUYHI MA eKOHOMIUHI npoyecu, wo 6iobysaromvcsa 6 YKpaiui, i Ha
enobanvHomy pieui. Taxkum uyuHOM, 3anpoNoOHOBaHUll NIOXI0 3abe3neuye meopemuuny 0a3zy 07 NOOALLUUX
00CAI0CeHb MA PO3POOKU NPAKMUYHUX 3aX00I8 13 NOCULeHHs De3neKu 0epicasu ma QopmysanHs 6e3neKo802o
cepeoosuya, 3aKna0aiyu 0CHOBY Olisl CIMIIKO20 PO3GUMKY Md NIOMPUMKYU CMADITLHOCMI 8 YMOBAX CYYACHUX
BUKIUKIB T 302PO03.

Knruosi cnosa: 3aecposa, puzuxu, besnexose cepedosuiye, Hebesneurne cepedosuuye, besneune cepedosuuye.

Introduction. Modern threats, especially It is worth emphasizing that security activities
existential ones, caused by russia’s armed involve countering threats. However, security
aggression, have a significant negative impact on  policy and security activities in Ukraine were
all spheres of public life and the national interests not the main priority of state-building activities
of Ukraine. Therefore, they highlight the need for in the pre-war period. Given this, not only were
a deeper and more detailed study of the concepts effective security mechanisms not formed, but
of “security” and “security environment”, and, some of them, on the contrary, were destroyed
accordingly, the practical problems of ensuring or brought to such a state that their effective
security, the effectiveness of security activities application is impossible. Accordingly, more
and the formation of a security environment. attention should be paid not only to theoretical
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but also theoretical and practical aspects of the
formation of security mechanisms in the state,
increasing the effectiveness of security activities
in various spheres of public activity to counteract
existing and potential threats. It is this vector of
state policy that will contribute to the formation
of a security environment, and therefore to the
effective development of the state.

Considerable attention of scientists has
been attracted by the direction of research and
establishment of the essence of the concepts of
“threat”, “danger”, and “risk” [6; 13; 14]. The
term “security environment” consists of two
key components: “security” and “environment”.
A detailed analysis of approaches to the
interpretation of these concepts has made it possible
to form a clear understanding of the general term.
In a broad sense, the environment is defined as the
social and everyday conditions of human life [7].
Some scientists interpret the security environment
as a part of the living space, which reflects human
achievements in the field of socio-political,
spiritual-material and intellectual values, which,
in turn, form the worldview and behavior in the
surrounding space [5; 10]. Accordingly, scientists
emphasize that the social environment generally
encompasses the political, social and spiritual
spheres, but it should be divided into macro- and
micro-levels [9; 11]. So, the macro level contains
material, cultural, and political components,
while the micro level concerns individual living
conditions and environments.

According to security scientists [14—16], the
security environment can generally be described
as an environment in which various potential
and real threats exist. At the same time, the state,
society, organizations and individuals have the
necessary resources and methods to counter these
threats. On the one hand, this term refers to the
availability of tools and opportunities to protect
society and the state, on the other, the result of
the efforts of various organizations and people
aimed at neutralizing dangers. Accordingly, the
key components of the security environment
are those conditions and relationships that
ensure the protection of the interests of a person,
organization, society and the state to support their
vital activity and resilience to threats.

40

Scientists have studied theoretical and
methodological approaches to the formation
of a security environment [1; 2], as well as
approaches to assessing the security environment
in modern conditions of armed conflict [5]. An
important area of scientific research has become
ways to ensure food security in Ukraine [4]
and counteract the economy offshoring [3; 8]
as important directions for the formation of a
security environment.

It is worth noting that among representatives
of the public and the scientific community, there
is no unity in the interpretation of the concept of
“security environment”. Moreover, sometimes
this term is used in quite different meanings
and variations. The need for such a study is
because at all levels of government and business,
security terms are used arbitrarily. This leads to
different interpretations and perceptions of their
content, which negatively affects lawmaking,
organization and planning of security measures
at different levels. Therefore, it is important to
form a clear understanding of the concept of
“security environment”, to determine its structure
and related concepts, as well as to specify the
logical and semantic connections between them.
Such an approach will form the basis for the
further development of theoretical and applied
areas of scientific research on the study of ways
to form the security environment of the state.
For a deeper understanding of the essence of
the security environment, its function, place and
significance in modern security science, it is
necessary to carry out a more thorough theoretical
analysis, conducting a structuring and functional
characterization of the security environment.

Materials and methods. To achieve the
goal of the study, several general scientific
research methods were used. In particular,
the synthesis method was used to combine
scientific ideas, concepts and analysis results
into a single holistic system in the developed
theoretical and methodological approach, which
helped to create a consistent classification of
the security environment and types of security
activities. The method of theoretical analysis to
characterize approaches to the classification of
environments, made it possible to determine the
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key concepts and parameters based on which a
new classification of the security environment
was proposed. The method of comparative
analysis is to classify threats in different types
of environments and to analyze the differences
between different types of security activities. This
made it possible to separate threat classes based
on their predictability and liquidity. Methods of
deduction and theoretical generalization to form
general conclusions and generalizations based
on the research conducted, made it possible to
determine general patterns and basic principles
of security science.

Results. As a result of the theoretical analysis
of scientific research [1-4; 13—16], we conclude
that the vital environment can be classified into
three types:

— safe — indicates conditions that provide for
the absence of risks to human life, health and
well-being;

— dangerous — contains serious threats or risks
that can negatively affect the individual, these can
be armed conflicts, extreme natural phenomena,
economic crises and other factors that threaten the
safety and well-being of people;

— security — a hybrid type that contains
protection mechanisms and tactics for countering
potential orreal threats, in this type of environment,
attention is focused on active efforts aimed at
ensuring security, which implies the presence of
a management strategy and risk reduction.

A graphical visualization of the security type
of the environment is presented in Figure 1.

Based on this position, the natural
environment (in its original form) can acquire a
safe and dangerous type. Instead, the safe type
of environment is possible not within the limits
of individual types of the environment (natural,
social, man-made environment), but for social

and man-made environment types, as well as in
terms of subtypes of the environment:

v' socio-natural (socio-ecological);

v" ecological-economic;

v" man-made environment-ecological.

Accordingly, the natural environment and
human, as a part of'it, function within the limits of
these laws, which makes it possible to distinguish
two conclusions (axioms) on which the proposed
theoretical and methodological approach will be
based:

v’ natural environment — objectively exists,
man is part of this environment and exists
within the limits of objectively existing laws of
development, accordingly, types of environment
can be considered only from the position of a
human-centric approach (the environment can be
safe or dangerous only from the point of view of
human perception);

v striving to ensure own safety, human
created a social and man-made environment,
respectively, it is these two types of environment
that can acquire a security type.

Accordingly, the following algorithm is
proposed for the implementation of the proposed
theoretical and methodological approach to the
characterization of the human life environment:

 to characterize the ecological and economic
security environment;

* to classify security activities taking into
account different classes of threats, which requires:

— implementation  of the  theoretical

characterization of security activities;

— carrying out a critical and comparative
analysisofapproachestotheclassificationofthreats
according to the main criteria and substantiation
of the feasibility of their classification depending
on the degree of predictability and the level of
liquidity;

%

environment

N\ Security £
RS environment N9

Safe
environmernt

Figure 1. Graphical representation of the security environment

Source: developed by authors
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— designing a threat classification system in
terms of the liquidity and predictability criteria of
threats, dividing them into classes.

So, the most acceptable for security analysis,
which will ensure the consideration of a wide range
of influencing factors, is the subspecies of the
ecological and economic environment. Therefore,
the ecological and economic environment, which
can be of different types — safe, dangerous and
security, was chosen for further analysis. It is
also worth noting that the outlined classification
is carried out at the macro level. That is, at the
level of forming a secure ecological and economic
environment.

To substantiate the feasibility of using the
proposed scientific and methodological approach
to characterizing the security environment in
theory and practice, it is worth more carefully
characterizing security activity, its theoretical
content and its role.

Inthetheoryofssecurity science, security activity
is interpreted as an activity aimed at ensuring the
security of a system, state or individual. Based on
the essence and content of threats and dangers,
it is worth noting that security activity also takes
on different types, depending on the goals of the
activity. That is, security activity includes various
mechanisms, or at least one of them (prevention,
detection and elimination of threats). In the case
of the implementation of these threats, it also
provides for recovery mechanisms that ensure the
restoration of processes, functions and integrity
of the system, as well as compensation for the
damage caused. The main goal of such activity
is to ensure the integrity of the system and
protect various interests, in particular private,
corporate, public and national. It is worth paying
attention to the fact that there are different types
of threats and approaches to their classification.
Having analyzed theoretical approaches to the

classification of threats [5; 6; 11], we come to the
conclusion that no classification would provide
for the division of threats into types, depending
on the degree of predictability and the possibility
of eliminating threats and/or the consequences
of their manifestation, which are key criteria.
Given this situation, we consider it appropriate to
classify threats according to these two criteria: the
degree of predictability and liquidity. The results
of the classification are presented in Table 1.

As a result of the classification, threats are
divided into 4 types. Such a classification of threats
according to key criteria allows us to rethink the
content of security activities depending on the types
of'threats. After all, its main content is to counteract
threats to ensure the progressive and effective
development of the system and the formation of
a security environment. The classification of types
of security activities demonstrated the presence of
threats that cannot be predicted and eliminated —
unforeseeable-illiquid threats, as well as the type
of threats — predictable-illiquid.

Given this approach to the classification of
threats, it is also worth presenting the types of
security activities, depending on the types of
threats. So, the types of security activities are
proposed to be presented as follows:

— proactive (aimed at counteracting predicted-
liquid threats);

— reactive (aimed at
unforeseeable-liquid threats);

— palliative (aimed at counteracting predicted-
illiquid and unpredictable-illiquid threats).

The proposed classification involves the
introduction of a new term into the theory of
security studies — palliative security activities.
This necessity is due to the proposed list of types
of security activities. Let us dwell in more detail
on the essence of the listed types of security
activities (Fig. 2).

counteracting

Table 1

Threats classification depending on the degree of predictability and level of liquidity

possible to predict impossible to predict

possible to eliminate (threats and consequences
of manifestation)

forecasted-liquid

unforeseeable-liquid

impossible to eliminate (threats and consequences
of manifestation)

forecasted-illiquid

unforeseeable-illiquid

Source: developed by authors
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Figure 2. Visualization of the security environment and types of security activities

Source: developed by authors

Therefore, countering threats that are
predictable and liquid involves the use of
security mechanisms that consist of preventing,
detecting and eliminating threats to the security
environment. Such a list of security mechanisms
forms the corresponding type of security
activity — proactive. The essence of proactive
security activity is to focus on early identification
and prevention of threats and risks before
they appear. Such activity involves regular
monitoring, assessment of potential dangers, and
preparation and implementation of preventive
measures. In the event of an imminent danger,
planning and implementation of measures to
eliminate them (Fig. 3). After all, if threats are
predictable and liquid, then their implementation
and manifestation are caused by ineffective
security activities. Accordingly, the main goal
of proactive security activity is to ensure the
security of the environment by responding
promptly to potential threats. Given the “nature”
of class 1 threats (forecasted-liquid), proactive
security activities are aimed at countering them.

The essence of reactive security activities is to
counter threats of the 2nd class, i.e. unpredictable-
liquid. Its main goal is to respond to threats and
dangers that have already materialized. This
type of security activity mainly involves the use
of mechanisms for detecting and eliminating
threats, which requires analyzing the causes of
events and implementing corrective measures
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to reduce the likelihood of similar threats and
dangers in the future. The main focus of reactive
security activities is on reducing damage and
restoring the normal functioning of the system or
environment after the implementation of threats.

To counter threats of the 3rd (predicted-
illiquid) and 4th (unpredicted-illiquid) classes, a
palliative type of security activity is used. The
essence of palliative security activities is to
implement measures that help reduce negative
impacts on environmental security where their

environment

NG
20
e
)

Figure 3. Visualization of security activities
depending on different threat classes

Source: developed by authors
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complete elimination is impossible. This type of
security activity focuses on reducing risks and
minimizing possible losses, not always striving
to completely solve the problem due to resource
limitations or other factors. The main goal
of such measures is to achieve the maximum
possible environmental safety and comfort in
the implementation of illiquid threats or crisis
situations.

For example, manifestations of illiquid threats
of the 3rd and 4th class may be the consequences
of the Chornobyl disaster, environmental
disasters, the demographic situation in the state
(the Covid-19 coronavirus pandemic, significant
migration volumes and low birth rates, which
will have long-term negative consequences).
The consequences of the implementation of
these threats have a long-term effect and make
it impossible to eliminate them quickly. As a
result, security mechanisms and the system of
security measures in general cannot counteract
them and quickly eliminate them. This situation
necessitates the need for special type of measures
to minimize the negative impact, and maintain

the functioning of the system and the security
environment. Accordingly, the type of security
activity identified as palliative security activity
is used.

Conclusions. Russia’s armed aggression has
created several existential threats to Ukrainian
statehood. Therefore, it is now important to
focus on detailing the concepts of “security” and
“security environment”, as well as on improving
practical mechanisms for ensuring security. In
Ukraine, there is confusion in the interpretation of
security terms, which limits the effectiveness of
the legislative process and planning of measures.
It is important to develop a single understanding
of the concepts to improve security activities.

The article proposes a theoretical and
methodological approach to the characterization
of the security environment, which involves the
structuring of security activities depending on
the parameters of predictability and liquidity of
threats; within the framework of the proposed
approach, classification of types of security
activities depending on the types of threats is
provided.
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