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THE STRATEGIC VECTOR OF UKRAINE'S FINANCIAL
INTELLIGENCE CONSTRUCTION

Abstract. The study established the strategic vectors of the development of financial intelligence in Ukraine.
Further, the study outlined several stages, in particular, established the impact of financial intelligence on the
state's financial security, carried out a comparative analysis of financial intelligence of the different countries
by determining their institutional features and, based on the analysis results, developed strategic directions
for Ukraine's financial intelligence development. The article substantiates the expediency of scientific research
aimed at determining the specifics of the financial intelligence agencies' activities and their role in ensuring the
state's financial security. The paper emphasized the need to intensify financial monitoring measures to counter
new challenges and threats caused by the COVID-19 pandemic, the global economic recession and the war of
the Russian Federation against Ukraine, which entered an active phase in early 2022. Moreover, the research
highlighted the necessity to use advanced foreign experience in the organization of the financial intelligence service,
its implementation in the domestic practice of combating money laundering and the use of this experience in the
work of a financial intelligence agency in modern conditions characterized by a high level of corruption risks, the
shadow economy and its offshoring. The influence of financial intelligence on the state's financial security has been
established by determining the main threats arising in the relevant areas of activity and analyzing the mechanism of
the financial intelligence's influence on the state's financial security. Researchers carried out a comparative analysis
of financial intelligence models of different world countries. The article designated institutional characteristics of
different financial intelligence models by determining their type, and essential characteristics. The study proposed
an algorithm for forming a strategic vector for Ukraine's financial intelligence development. Based on the research
results authors presented strategic directions for Ukraine's financial intelligence development and appointed their
goals and directions of implementation.
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®OPMYBAHHS CTPATEI'TYHOI'O BEKTOPY PO3BUTKY
PIHAHCOBOI PO3BIJIKHN YKPAIHAU

AHotauis. /locniooicenns cnpamosane Ha 6CMAHOBLEHHS CMPAMEIYHUX BeKMOpI8 po3eUmMKY (iHaHco8oi
po36i0ku Ykpainu. Peanizayis 00CaiodicenHs OKpecauna Kilbka emanis, 30Kkpema 6CmaHo81eH s 6Nausy (iHaHcoeoi
PO36I0KU Ha (PiHAHCOBY De3neKy Oepicasu, 30IUCHEeHH KOMRAPAMUBHO20 AHANIZY Modenell (hiHaHco60i po36ioKu
Kpain ceimy WiisAXOM BU3HAYEHHS IXHIX THCMUumyyiliHux o0coOnueocmell ma, HA OCHOBI pe3yIbmamie aHaiizy,
PO3POOKA cmpame2iuHux Hanpsamie po3eumxy Qinancosoi posgioku Ykpainu. Cmamms 00IpyHmMogye 0oyinbHiCmb
HAYKOBUX OOCTIONCEHb CNPAMOBAHUX HA BUSHAYEHHS 0CoOaugocmeti OiSIbHOCMI Opeanié (iHAHCO80I po36iOKU
ma ix eadxciugy ponv 8 npoyeci 3abesneuenus Qinancosoi besnexu oepoicasu. Haconoweno ma meobxionocmi
inmencugirayii 3ax00i6 PiHaHCO8020 MOHIMOPUHSY Ol NPOMUOI HOBUM GUKIUKAM MA 3A2PO3aM CHPUYUHEHUX
nanoemicto COVID-19, enobarvHorw exonomiunow peyeciero ma gitinoro Pociticvroi @edepayii npomu Yrpainu,
wo nepetiwna y akmusHy ¢azy na novamky 2022 p. Akyenmosano Ha HeoOXIOHOCI GUKOPUCAHHS Nepedosoco
3apyoOincHo20 00C8I0y opeawnizayii ciyicou (QiHanco8oi po3sioKuU, 1020 IMIAeMeHMAayil V GIMUUSHAHY NPAKMUKY
bopomvoOU 3 BIOMUBAHHAM OOXO0I8 OMPUMAHUX 3TOYUHHUM WLIAXOM MA UKOPUCMAHHS Yb020 00CBI0Y ¥ pobomi
opeany QiHanco80i po36IOKU 6 CYUACHUX YMOBAX, W0 XAPAKMEPUIYIOMbCA BUCOKUM PIBHEM KOPYRYIIHUX PUBUKIG,
MiHb080I eKoHoMiKu ma ii ogwopuzayii. Bemanosieno éniue (QiHAHCO80I po3sioku Ha QiHancosomy 6e3nexy
o0epoicasu WIAXOM GUIHAYEHHS OCHOBHUX 3A2p03, WO BUHUKAIOMb 3d 8IONOGIOHUMU HANpAMAMU OisibHOCMI ma
AHANIZY MeXanizmy 6NIUBY (PIHAHCOB0T PO36IOKU HA PiHAHCOBY be3neKy depaicasu. 30IUCHEHO KOMNAPAMUSHUL AHAI3
Mooenetl piHanco8ol po3sioKuU PI3HUX Kpaik ceimy. B npoyeci ananizy 6cmanogneno incmumyyiiiHi Xapaxmepucmuxu
OCHOBHUX MoOenell PIHAHCOBOI PO3BIOKU WIIAXOM GUIHAYEHHS MUNY (PIHAHCO60T PO36i0KU, i 0emanbHO20 ONUCY,
CYMHICHOT XapakmepucmuKky ma 6CMaHos1eHHs OCHOBHUX 0cobnugocmell OisibHOCmi. 3anponoHO8aAnO ANCoOpUMM
Gopmyeannn cmpameziyno2o 8eKmopy po3eumxy Qinancogoi possioku Yxpainu. Busnaueno ocnogui cmpame2iuni
Hanpsamu po3eumxy (iHancoeoi po3eioku Ykpainu, 6cmanoeiero ixui yini ma Hanpsamu peanizayii.

Knrwouoei cnosa: ¢inancosa possioxa, besnexa, 3a2posu, cmpamezis, KOMRAPAMUBHULL AHALI3.

Introduction. Taking into account the the subject of scientific intelligence of a

European integration course of Ukraine, the
reduction of the volume of the shadow economy
and the fight against the legalization of illegal
income are important tasks. The trends of the last
decade indicate an extremely unsatisfactory level
of shadowing of the state’s economy. These trends
were strengthened by global crisis phenomena,
in particular the pandemic of the corona virus
COVID-19, the active phase of the war against
the Russian Federation, and the global economic
crisis. Because of the mentioned facts, countering
the processes of shadowing the economy
and legalization of illegal income is the main
vector of ensuring the financial and economic
security of the state, which will contribute to
the integration of Ukraine into the European
community. Accordingly, the implementation of
scientific research in the field of combating the
legalization of illegal income by increasing the
effectiveness of the state's financial intelligence
is an actual area of modern research.

The study of theoretical and practical aspects
of financial intelligence and the provision of
effective financial monitoring have become

whole constellation of scientists, in particular:
Borets M. [1], V., Hobela V. V., Melnyk S. I,
[2], Glushchenko O. O., Semegen I. B. [3],
Dyachenko O. P. [4], Zadoya A. O., Tka-
chenko I. P. [5], Yezhov A. V., Kovalenko V. V.,
Dmytrov S. O. [6], Romanko P. S. [7], Myna-
kova K. S., Serbina O. G. [8], Franchuk V. I. [9],
Khmelyuk A. A. [10].

The study purpose is to form a strategic
vector for the Ukraine’s financial intelligence
development.

The purpose of the study determined the
existence of several research tasks, namely: to
establish the impact of financial intelligence on
the financial security of the state; to carry out a
comparative analysis of the financial intelligence
models of the countries of the world, establish
their institutional features; to develop strategic
directions for the development of financial
intelligence of Ukraine.

Materials and methods. To realize the goal
and tasks of the research, general scientific
methods of scientific research were used,
in particular: the method of theoretical and
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comparative analysis, synthesis, deduction, the
method of theoretical generalization, etc.
Results and discussions. In general,
most researchers are of the opinion that the
shortcoming of the financial intelligence system,
and more precisely of the authorized body — the

State Financial Monitoring Service, is the limited
powers of this service, according to the current
legislation of Ukraine. For a more detailed
analysis, we will consider the influence of the
State’s Financial Monitoring Service activities
on the threats to state’s financial security (Table 1).

Table 1

The financial intelligence influence on the state’s financial security

State Finance Monitoring
activities

Main threats

The mechanism
of financial monitoring Results
measures influence

Financial investigations related
to the financing

of terrorism or carried out with
the participation of persons
who publicly call for a violent
change of the constitutional
order or a change of the borders
of the territory of Ukraine

- Violation of territorial
integrity;
- illegal use of funds;

Allows to stop such operations,
preserve the integrity of the ensuring the state’s

- creation of relevant business | territory of Ukraine, and also | financial security

entities or involvement
of individuals;

fill the budget with seized funds

Financial investigations

are related to embezzlement,
appropriation of budget funds
and other state assets

- Lack of financial resources

in priority state areas;

- increasing level

of corruption;

- embezzlement, inefficient
use of budget funds

Allows saving public funds,
punishing guilty persons and
replacing them with more
qualified ones, which as a result
improves the country's image;

ensuring the state’s
financial security

Financial investigations

are related to embezzlement
of funds from banking
institutions

- Undermining the stability

of the banking system and its |stability of the bank, punish

loss of public trust;

- lack of funds to return
deposits;

- loss of funds by bank
owners

Allows to support the financial

guilty persons and remove them
from the performance of official
duties, prevent the occurrence
of various types of financial
panic;

ensuring the state’s
financial security

Financial investigations
are related to the activities
of "conversion" centers

- Tax avoidance;
- legalization of funds

obtained from serious crimes

Allows you to additionally
replenish budget funds, as well |ensuring the state’s
as to reveal other financial financial security

crimes that preceded this one

Financial investigations are
related to the illegal transfer
and transfer of funds abroad

- Capital outflow

Allows to reduce the volume ensuring the state’s

from the domestic economy | of capital outflow financial security

Financial investigations related
to cybercrime

- Unauthorized withdrawal
of funds from clients'
accounts;

- decrease in the level

of financial stability

of banking institutions

and information security

Allows you to save clients'

money, ensure a high level ensuring the state’s
of information technology financial security
protection

Financial investigations are
related to securities and debt
obligations

- The appearance on the
financial market of "junk"
securities without value;

- decrease in confidence
in securities;

- a fall in the amount

of capital redistribution

Contributes to increasing the
level of security of the financial |ensuring the state’s
market and operations carried | financial security

out on it

Financial investigations related
to insurance fraud

- Worsening of the stability
of the insurance market;
- decrease in trust of the

population and legal entities

in insurance services

Contributes to increasing

the level of security of the ensuring the state’s
insurance market and its financial security
participants

Source: developed by authors based on [3; 8; 10]
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To sum it up, we note that several offences
do not belong to the scope of the State Financial
Monitoring Service, namely: tax evasion and
avoidance, manifestations of corruption at all
levels of government and abuse of office. It is
believed that the listed offences are not aimed
at obtaining benefits through financial fraud. In
addition, Ukraine’s financial intelligence unit is
a kind of center for accumulating information
about financial transactions, which will later be
sent to law enforcement agencies. Therefore,
the analysis of the effectiveness of financial
intelligence activities in most cases depends on
the effectiveness of law enforcement agencies
that have received summarized materials and
are conducting investigations. In addition, the
financial intelligence body is not endowed with
significant control functions, which significantly
complicates the process of collecting information
about financial offences. Summing up, we note
that the elimination of all shortcomings in the
activity of financial intelligence will significantly
strengthen security activities and contribute to
ensuring the financial and economic security of
the state.

In order to establish the main directions
of development of financial intelligence in
Ukraine, we consider it expedient to analyze the
foreign experience of the financial intelligence
organization, to establish the main features
and advantages of such models. To do this, we
carried out a comparative analysis of the financial
intelligence models, the main results of which
are presented in Table 2.

Summarizing the analysis results, we
can consider that most models of financial
intelligence provide for subordination to the
Ministry of Finance and the Ministry of Justice.
In general, we consider the comparative analysis
of the organization of financial intelligence by
the countries of the world to be an important
and relevant tool, since such experience is much
richer than the similar experience of Ukraine.
Moreover, Ukraine’s financial intelligence
service actively interacts with the financial
intelligence agencies of other countries and has
signed a number of cooperation memorandums,
so such an analysis will allow us to establish the

common ground [2]. From another analytical
perspective, such an analysis allows us to
single out those advantages and features that
are extremely important for Ukraine, in terms
of their integration into the domestic practice of
financial intelligence [7].

Having carried out a comparative analysis,
we can single out the main institutional features
of the financial intelligence of the countries of
the world and carry out their structuring. To do
this, we will analyze the institutional features
of financial intelligence in the countries of the
world (Table 3).

Summarizing the analysis results, we can state
that, in general, the administrative type of financial
intelligence has advantages in comparison
with law enforcement and prosecutorial types.
This model is a more integrated global financial
and economic system and allows for quick
adaptation to changes in the financial situation
and trends. A significant advantage is a
possibility of exchanging information with
similar structures — partners abroad to strengthen
cooperation and combat financial crimes.
In addition, most of the world’s countries use
exactly this model of financial intelligence.

The formation of the main vector of the
development of financial intelligence in Ukraine
will be based on the following steps:

— taking into account the results of the
comparative analysis of the financial intelligence
of the countries of the world and will allow to
single out the best practices of these countries for
their further implementation in Ukraine;

— formation of strategic directions for the
development of financial intelligence, taking into
account domestic realities.

Such an algorithm, in our opinion, will
ensure the most optimal consideration of world
experience, its implementation in the domestic
practice of financial monitoring, taking into
account Ukrainian financial and economic
realities.

The next stage will be the formation of strategic
directions for Ukraine’s financial intelligence
development (Table 5).

Thus, the functioning of Ukraine's financial
intelligence is based on three components:
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Table 2

Comparative analysis of financial intelligence models

The financial

Country intelligence unit | Subordination Features of the model
original name
1 2 3 4
the basicity of the Anglo-Saxon legal system;
clear legal regulation;
Financial Crimes development of the financial market;
USA Enforcement US Department | high information transparency of the banking system,;
Network of the Treasury | high level of interaction between various ministries and agencies;
FinCEN FinCEN provides banking and financial supervisory authorities
with information about financial transactions, messages received
on the basis of memoranda about mutual understanding
Financial multi—s.ource informgltion acquisition; . .
Transaction Department the main sources of information used in the process .of ﬁnanqlal
Canada and Report of Finance monitoring by FINTRAC are: Voluntgrily provided information
Analysis Center | Canada (59%)2 reports on suspicious transactions (13%), profile reports
FINTRAC (5%), informanon frorp open sources (3%) and requests from
financial departments intelligence (20%)
high automation and a risk-based approach to the assessment
of initiators of financial transactions;
Zentralstelle fir German the model has alaw enfprpenien§ nature and is aiqu
Germany Verdachtsanzeigen | National Police at monitoring both credit institutions and financial, insurance
companies and branches foreign banking and financial
institutions; high automation and a risky approach to the
assessment of initiators of financial transactions
Has an administrative model of financial monitoring, which is
Ministry defined by continental conse;rvatism arid a more liberal g:liaracter;
of Economy gloes not .have legally gstabllshe(i requirements for providing
France TRACFIN and Finance information on financial transactions if their amount exceeds
of France a certain llmit, and.the criteria er investigating suspicious
transactions is motivated suspicion regarding financial
transactions that have signs of income legalization
Eﬁgﬁggngélmmal opposition to the l'egalization 'of inqome,
Great Britain | Service Economic | UK Treasury financing of terrorism, gambling crimes, fraud,
Crime Unit English law prohibits the transfer of information about tax
NCIS ECIj offenses to other countries
the unit ensures the development of tactical and strategic
measures to counter the legalization of income in Spain;
determines the criteria for coordinating the activities of law
Centro de Secretary enforcement agencies in this area and develops a methodology
Inteligencia contra | of State for assessing the risk of using transactions for the legalization
Spain el Terrgrismo for S§curity, of income; . . o .
y el Crimen Spanish recommendations of advisory participants of the financial
Organizado Ministry monitoring system are used to adjust the method of assessing
CITCO of the Interior | the risk of suspicious transactions: the association of banks,
the confederation of savings banks, the association of real estate
agents, the association of lawyers and notaries, the accounting
and auditing institute
the current legislation of the country provides for the keeping
by banks and other financial intermediaries of detailed
documentation regarding all currency transactions of resident
Ufficio Italiano . clients; banks provide the largest number of notifications in Italy;
Ttaly Combi National Bank | to ensure the most effective financial monitoring and reduce
of Italy bureaucracy in Italy, an automated surveillance system is

UIC SAR

used. UIC (SAR) requires banks and financial institutions to
submit a group of financial and non-financial indicators about
the economic transactions of clients to identify anomalous
(suspicious) transactions and transactions




HAYKOBUW BICHUK 1'2022 ISSN 2311-844X
Jlbeiecbko20 depxasHO20 yHieepcumemy eHympilHix cnpae

(End of Table 2)
1 2 3 4
is a purely police unit, that is, Ireland's financial monitoring
The Garda National Police |model has a law enforcement orientation, in which the authorized
Ireland Bureau of Fraud and Security body not only detects suspicious transactions and ensures the
Investieation Service of collection, analysis and exchange of information about them,
& Ireland but also conducts investigative actions to identify the real

sources of origin of funds

is a coordinating body that must effectively ensure interaction
between state and non-state institutions that prevent the

Ministry legalization of criminal proceeds and the financing of terrorism

of Justice, in Belgium; carries out a typological analysis of various
Belgium CTIF-CFI Finance documents regarding the methods and methods used in the

Ministry process of income legalization;

of Belgium to assess the adequacy of CTIF-CFI activities, an external

parallel reassessment of the risks and trends of income
legalization in Belgium is carried out

Ministry .. | demarcation between separate structural divisions of the
. of State Security . . ) ;
China - \ functions of management and implementation of financial
of the People's

Republic of China monitoring within the framework of a single authorized body

a combination for the implementation of financial monitoring
of areas not only against the legalization of proceeds obtained

Australla}n . through crime and the financing of terrorism, but also tax
Transaction Australian o . . .
. evasion; certain classes of financial services must be reported
Australia Reports and Department

Analysis Center | of Home Affairs to AUSTRAC, including bqumg transactions involving cash
of A$10,000 or more, suspicious transactions

AUSTRAC . . -

and all international transfers;

reporting requirements apply to digital currency transactions

National Police |has primary responsibility for the preliminary investigation

of Finland process

Source: developed by authors based on [4; 5; 6]

Finland Keskusrikospoliisi

Table 3
World country's financial intelligence institutional features

The Financial

Intelligence type Description Peculiarities Countries

Australia, Andorra,
Belgium, Bulgaria,
Bolivia, Venezuela, Israel,

is part of the structure

_ . is a "buffer" between the financial
of an administrative

and other sectors of the economy, on the

body or department . Spain, Canada, Colombia,
one hand, and law enforcement agencies, - .
that does not belong on the other. and is also a technical Liechtenstein, Malta,
Administrative to the system of law ’ Monaco, the Netherlands,

and specialized partner of these parties.
Such a body has the ability to exchange
information with its colleagues around

enforcement and judicial
bodies, or conducts its

Panama, Poland, South
Korea, Russia, Romania,

activities under their Slovenia, USA, Ukraine,
- the world .
supervision France, Croatia and the
Czech Republic
possesses relevant law is created on the basis of the existing Austria, Hungary,

infrastructure in order not to create a new
department. The disadvantage of this type
of body is that it exists by virtue of its
traditional duties, it pays more attention to
investigations than to preventive measures

enforcement functions
Law enforcement |and is attached to the
general or special
purpose police

Germany, Great Britain,
Ireland, Iceland, Sweden,
Estonia, Guernsey Islands,
Jersey Islands, Slovakia

is created within the has a high level of independence;
framework of the does not enjoy the trust of the financial
judicial branch of sector and has no contacts with it; the
Prosecutor’s government, most often |disadvantage is that it cannot participate in |Cyprus, Luxembourg
under the jurisdiction the international exchange of information,
of the prosecutor's office |since it is a judicial body and does not have
as a judicial body the right to exchange internal information

Source: developed by authors based on [4; 5; 9]
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Table 4

The strategic directions of Ukraine’s financial intelligence development

Ne Aim

Ways of implementation

analysis of financial
transactions, cooperation,

| interaction and information
exchange with law
enforcement and other

- analysis of (operational and strategic) information on financial transactions subject

to financial monitoring, other financial transactions or information that may

be related to suspicion of money laundering;

- prevention of the commission of terrorist acts and terrorist activities by timely
detection and effective blocking of sources of their financing;

- provision of generalized (additional generalized) materials to law enforcement/

state bodies

intelligence bodies and cooperation with state regulators

study of methods system;

2 |and financial schemes
of money laundering

- conducting a study of methods and financial schemes of money laundering and
bringing them to the attention of the participants of the anti-money laundering

- detection of facts of financing activities of terrorist organizations, smuggling
operations, channels of illegal migration, illegal movement of narcotics, goods,
funds, precious metals and stones across the customs border of Ukraine;

- detection of facts of concealment or masking of illegal origin of income,
determination of sources of their location and movement

improvement of
interdepartmental
interaction between

state authorities —

3 participants of the national
financial monitoring
system and provision

of methodological,
methodical and other
assistance

Intelligence Unit;

coordination of the implementation of the Action Plan for the improvement

of the national anti-money laundering system based on the results of the

5th round of evaluation of Ukraine by the MONEY VAL Committee, preparation
and presentation of the Third Progress Report;

- regular meetings of the Council on anti-money laundering system issues

and working groups for consideration of problematic issues of the Financial

- ensuring the implementation of comprehensive administrative reporting
in the area of anti-money laundering system

ensuring the functioning
4 and development

of Financial Intelligence
units

modernization and ensuring the functioning of a unified information system

in the field of prevention and countermeasures against legalization (laundering)
of proceeds obtained through crime, financing of terrorism and financing

of the proliferation of weapons of mass destruction;

5 |international cooperation

of foreign countries

- ensuring effective cooperation with international organizations and institutions;
- organization of international educational events and exchange of experience;
- conclusion of international agreements of an interagency nature with FIU’s

Source: developed by authors

regulatory, organizational and methodical
support. At the same time, financial intelligence
functions at the state level and the level of
primary financial monitoring provide for
checking and monitoring financial transactions
for their legality and necessity. The main purpose
of the financial intelligence system is to counter
threats to the financial and economic security of
the state. An important aspect of the financial
intelligence model's functioning is the assessment
of its effectiveness, which allows it to strengthen
its advantages and eliminate shortcomings in the
functioning process.

Therefore, Ukraine’s financial intelligence
has significant prospects and potential for
development, which in the future will only
contribute to the strengthening of the state’s
financial and economic security.

Conclusions. The comparative analysis
entitles us to conclude that most models of
financial intelligence provide for subordination
to the Ministry of Finance and the Ministry
of Justice. The study established that the
administrative type of financial intelligence has
advantages compared to the law enforcement and
prosecutorial types, as it has greater opportunities
to exchange information with similar structures —
partners abroad to strengthen cooperation and
combat financial crimes.

An approach to the formation of the strategic
vector of Ukraine’s financial intelligence
development involves the following algorithm:
carrying out a comparative analysis of financial
intelligence of the countries of the world and
highlighting the best practices for their application
in Ukraine; formation of strategic directions for
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the development of financial intelligence, taking
into account domestic realities.

The main areas of application of the world
experience of the organization of financial
intelligence have been developed, namely:
broad coordination of the interaction of bodies
that oppose the legalization of criminal income;
transfer of unused planned budget funds to
the next budget period; combination for the

implementation of financial monitoring of areas
not only against the legalization of income but
also tax evasion; the spread of reporting on
transactions with digital currency; delegating
to the authorized body in the field of combating
the legalization of income the functions of
coordinating the activities of financial monitoring
bodies; prohibition of transfer of information
about tax offences to other states.
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